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the need for long test port cable runs while simplifying set up and improving
dynamic range and stability of S-parameter measurements in 0TA and other long
distance applications.

Be a Leader — Discover how you can get better measurement confidence over
distance with Anritsu.

Visit www.anritsu.com/test-measurement

/nritsu

Advancing beyond

www.anritsu.com

KEY FEATURES

PhaseLync technology eliminates need
for long cable runs, improves dynamic
range, increases measurement
stability of S-parameters

Lower Cost of Test — Minimizing test
times and maximizing throughput

Simplified VNA Testing — Eliminate the
need to utilize conventional benchtop
VNAs with long cable runs

Secure Content — All measurements
are stored on a PC rather than the VNA

© 2021 Anritsu Company


http://www.anritsu.com/test-measurement
http://www.anritsu.com

July/August 2021 VOLUME 60, ISSUE 6 M icroques & RF

IN THIS ISSUE

FEATURES

16 COVER STORY: Return to the Office Safely
with loT Tech

As employees return to the office, businesses must provide
a safe work environment. Here are four ways loT technology
can help ensure safety in office and work settings.

20 SDRs as a Reference and Common Clock Source
for GNSS Timing Apps

Software-defined radios can monitor the integrity of
satellites and ground stations and ensure the functionality of
GPS tracking, autonomous driving, automation, and
financial markets.

26 Wi-Fi 6E is Reshaping RF Security Requirements

Even as it promises a less-congested Wi-Fi spectrum, the
advent of Wi-Fi 6E poses new challenges to RF security
professionals. Here's a look at how an SDR-based approach
to spectrum analysis can help get the job done.

NEWS & COLUMNS

2 EDITORIAL 30 NEW PRODUCTS

U.S.-Made MMIC
ace g 32 ADVERTISERS
Not Immune to lllegal

Export INDEX
6 ON MWRF.com

8 NEWS

JOIN US ONLINE

I 4 follow us @MicrowavesRF

become a fan at
facebook.com/microwavesRF

== SR

= o)

COVER PHOTO CREDITS: D :""' AN
SDI Productions | 1255371686

Getty Images

GO TO MWRF.COM 1


http://twitter.com/microwavesRF
http://facebook.com/microwavesRF
http://mwrf.com

ZERO BIAS
SCHOTTKY
DETECTORS

For 0.01- 50 GHz

> Single unit covers 0.01 - 50 GHz
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Editorial
DAVID MALINIAK | Editor

dmaliniak@endeavorb2b.com

U.S.-Made MMICs Not
Immune to lllegal Export

One can’t be too careful when it comes to safeguarding
sensitive RF/microwave technology, especially when it

involves potential military applications by adversaries.

ur RF/microwaves
industry is a critical
echnology sector in
t fabric of daily life. It’s
also key to many commercial and
military applications, and the latter
especially behooves us to safeguard
the “secret sauce” in defense-related
recipes. So, a news item out of the
U.S. Department of Justice caught
my eye, especially as the story concerned illegal export of monolithic microwave inte-
grated circuits (MMICs).

A 66-year-old Chinese-American man, Shih Yi-chi of Hollywood Hills, Calif., has
now been convicted and sentenced to more than five years in prison and ordered to pay
out over $660,000 in IRS restitution and fines in a scheme to illegally export MMICs
with military applications to the People’s Republic of China (PRC).

Shih, a former president of a Chinese semiconductor company and an adjunct engi-
neering professor at UCLA, certainly knew what he was doing when he put up an asso-
ciate to pose as a domestic customer of an unnamed U.S.-based MMIC manufacturer.
Through that associate, Shih gained access to the company’s web portal, defrauding it
out of proprietary information, and concealed his true intent to pass the custom MMICs
on to a PRC-owned entity called AVIC 607.

Shih’s old Chinese company, Chengdu GaStone Technology Co. (CGTC), in 2014
was placed on the U.S. Commerce Dept’s Entity List for its involvement in “illicit pro-
curement of commodities and items for unauthorized military end use” in China. That
company was then buildinga MMIC fab in Chengdu. There was no way Shih could use
that operation as a cover, of course, so he used a Hollywood Hills-based company he
controlled, Pullman Lane Productions, LLC, to funnel financing from yet another Chinese
company that was placed on the Commerce Dept’s Entity List the same day as CGTC.

Shih was convicted of conspiracy to violate the International Emergency Economic
Powers Act and the Export Administration Regulations. There were also numerous
counts of mail and wire fraud and false statements to both the FBI and IRS, among
other charges. His associate, convicted of smuggling, received 18 months of probation
plus a $5,000 fine.

The custom MMICs Shih tried to move to China had both commercial and military
applications. The latter include missiles, missile guidance systems, fighter jets, electronic
warfare and EW countermeasures, and radar. Given the current tension over trade with
China, not to mention the country’s potential as a military adversary, it would be a
disaster if sensitive technology got into its hands. Even more reason, then, to maintain
vigilance when it comes to RF/microwave-related matters. Tl

JULY/AUGUST 2021  MICROWAVES & RF

Elen33 | Dreamstime.com


mailto:dmaliniak@endeavorb2b.com
mailto:info@herotek.com
http://www.herotek.com

Planar Monolithics Industries
DC to 56 GHz, Solid State Switches

SP1T through SP32T

PMI offers a variety of Solid-State Switches covering the DC to 56 GHz frequency
range. These designs feature low insertion loss, high isolation and fast switching
speed in a slimline package size. Available TTL compatible driver options for ease
of system integration. Custom designs can be supplied using any of our catalog or
customer driven specifications. For a full list of available configurations go to:
https://www.pmi-rf.com/categories/switches
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Amplifiers - Solid State

Attenuators - Variable/
Programmable

Bi-Phase Modulators

Couplers (Quadrature, 180,
Directional)

P3T-500M40G-60-T-55-292FF P5T-500M40G-60-T-55-292FF-5G40G

Detectors - RF / M icrowave P1T-DC40G-65-T-292FF-1NS P2T-100M56G-100-T P4T-100M53G-100-T-RD
A = - Frequency Insertion q Switching Configuration
Fllters & SWItChed Fllter PMI Model No. Range Loss I(Z%Iaélor; Speed Power Supply Size {Inches)
Banks (GHz) (dB Typ) yP (Typ) Connectors
- q P1T-DC40G-65-T-292FF-1NS SPST, Absorptive
Form, Flt, Functional https:/iwww.pmi-rf.com/product-details/ DC - 40 5.5 65 5ns +:55\\,’@@132AA 1.2” x 1.3” x 0.5”
Products & Services p1t-dc40g-65-1-292ff-1ns 2.92mm (F)
Fre c t P2T-100M56G-100-T _ +5V @100 ma | SP2T Absorptive
quency Lonvertiers https:/fwww.pmi-rf.com/product-details/ 0.1-56 5 100 50 ns 5V @100 mA 1.0” x 0.75” x 0.4
s p2t-100m56g-100-t 2.4mm (F)
Frequency ources :
P3T-500M40G-60-T-55-292FF SP3T, Absorptive
a A https://www.pmi-rf.com/product-details/ 0.5-40 6 60 50 ns Tss\\/lgf: ::: 1.0” x1.0” x 0.5”
Frequency Discriminators p3t-500m40g-60-t-55-292fF 2.92mm (F)
& IFM P4T-100M53G-100-T-RD SPA4T, Absorpti
- FIRIAR V @ 200 mA ; BURS
q https://www.pmi-rf.com/product-details/ 0.1-53 6 100 50 ns +:V @231;) mA 1.25” x 1.25” x 0.4”
Frequency Synthesizers p4t-100m53g-100-t-rd SY@A0i0m 2.4mm (F)
: . P5T-500M40G-60-T-55-292FF -5G40G SP5T, Absorptive
Gain & Loss Equalizers https:/fwww.pmi-rf.com/product-details/ 0.5-40 8 60 40ns ":\‘,’gf: :: 1.25% x 1.25% x 0.4”
5t-500m40g-60-t-55-292ff-5g40 2.92mm (F
Integrated MIC/MMIC zeT ze1aeio T-512-SFF ng - SPET, Ab: : 1
- - -60-T-512-SFF- , Absorptive
Assemblles (IMAS) https://www.pmi-rf.com/product-details/ 2-18 4 60 50 ns +152Vv@ 15; m: 1.5”x2.0”x0.4”
-29189-60-t-512-sff-lv SEV@m SMA (F)
1Q Vector Modulators por29t89
P7T-0R8G18G-60-T-SFF-SMC +5V @ 300 mA SP7T, Absorptive
AreA - A https://www.pmi-rf.com/product-details/ 0.8-18 4.3 60 75 ns 1.5”x1.5” x0.7”
Limiters - RF / Microwave A7t0r4 180 60-1-off ame -5V @100 mA WA
Log Amps P8T-100M54G-90-T-RD SP8T, Absorptive
9 P https:/jwww.pmi-rf.com/product-details/ 0.1-54 9 20 50 ns "g v g ;‘gg mA | 167 x 1687 x 047
Miscellaneous Products PRI e 2P (7]
P9T-500M40G-60-R-55-292F F-OPT1222 SPYT, Reflective
Monopulse Comparators https:/iwww.pmi-rf.comiproduct-details/ | 0.5 -40 65 60 100 ns *_i‘\’,%‘;?:: 45" x 1.5” x 0.4
. . p9t-500m40g-60-r-55-292ff-opt1222 2.92mm (F)
Mu"'fumft'on Integrated P12T-0R5G18G-60-T-SFF +5V @300 ma | SP12T, Absorptive
Assemblies (IMAs) https:/iwww.pmi-rf.com/product-details/ [ 0.5-18 5 60 100ns | T2y <@@100 ma | 607x207x04”
p12t-0r5g18g-60-t-sff SMA (F)
Phase Shifters & Bi-Phase P16T-100M52G-100-T-DEC +5V @ 1100 ma | SP16T, Absorptive
Modulators https:/iwww.pmi-rf.com/product-details/ | 0.1-52 18 100 100ns [ 57, @720 :A 8.0” x3.0” x0.77”
p16t-100m529-100-t-dec 2.4mm (F)
Power Dividers/Combiners P20T-7G18G-80-T-515-SFF-SP 45V @500 ma | SP20T. Absorptive
i i https://www.pmi-rf.com/product-details/ 7-18 5] 65 250 ns . 4.0” x 4.0” x 0.63”
(Passive & Active) e 15V @ 200 mA i
Pulse Modulators - SPST P32T-0R5G18G-60-T-SFF +5V @ 1450 ma | SP32T Absorptive
) https://www.pmi-rf.com/product-details/ 05-18 9.5 60 100 ns 5V @ 200 mA 8.0”x3.5” x1.0”
Rack & Chassis Mount p32t-0r5918g-60-t-sff SMA (F)
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Fast Pulse Test Systems from Avtech

Avtech offers over 500 standard models of high-speed pulsers,
drivers, and amplifiers ideal for both R&D and automated
factory-floor testing. Some of our standard models include:

AVR-E3-B: 500 ps rise time,
100 Volt pulser
AVRQ-5-B: Optocoupler CMTI
tests, >120 kV/us
AVOZ-D6-B: 1000V /200A,
1-10 us pulser t, =450 ps
AV-1010-B: General purpose
100V, 1 MHz
pulser 50 V/DIV
-9A-B: 5 ns/DIV
AVO-9A-B: 200 ps.tr, ZOOImA RS
laser diode driver
AV-156F-B: 10 Amp current

pulser for airbag
initiator tests

Nanosecond Electronics
Since 1975
Pricing, manuals, datasheets and test results at:
www.avtechpulse.com
AVTECH ELECTROSYSTEMS LTD.
US & Canada 888-670-8729, Worldwide +1-613-686-6675
info@avtechpulse.com

High Output - Low Risetime Pulsers

from Avtech

Nanosecond and faster
™ pulsers covering a wide
It ‘"‘\ range of amplitudes!
- \ GPIB / RS-232 / Ethernet
S VDIV ==+ standard on “-B” models.
1 ns/DIV Standard and customized
AVP-AV-1-B models available.
Ampl trISE Max. PRF  Model
5V 80 ps 1 MHz AVP-AV-1S-C
10V 120 ps 1 MHz AVP-AV-1-B
20V 120 ps 1 MHz AVP-AV-HV2-B
20V 200 ps 10 MHz AVMR-2D-B
40V 150 ps 1 MHz AVP-AV-HV3-B
50V 500 ps 1 MHz AVR-E5-B
100 V 500 ps 100 kHz  AVR-E3-B
100 V 300 ps 20 kHz AVI-V-HV2A-B
200V 1ns 50 kHz AVIR-1-B
200V 2ns 20 kHz AVIR-4D-B
400 V 2.5ns 2 kHz AVL-5-B-TR

Nanosecond Electronics
Since 1975
Pricing, manuals, datasheets and test results at:
www.avtechpulse.com
AVTECH ELECTROSYSTEMS LTD.
US & Canada 888-670-8729, Worldwide +1-613-686-6675
info@avtechpulse.com

Pulsed Laser Diode Drivers
from Avtech

100 to 1000 Volt Lab Pulsers

Each of the 18 models in the
Avtech AVO-9 Series of pulsed
laser diode drivers includes a
replaceable output module with
an ultra-high-speed socket,
suitable for use with
sub-nanosecond pulses.

[‘\/\.‘

140 mA/DIV
| 1 ns/DIV

_*J

Model AVO-9A-B

Models with maximum pulse
currents of 0.2A to >10A are
available, with pulse widths
from 400 ps to 1 us.

GPIB, R5-232, and Ethernet

control available.

Nanosecond Electronics
Since 1975

Pricing, manuals, datasheets and test results at:
www.avtechpulse.com/laser
AVTECH ELECTROSYSTEMS LTD.
US & Canada 888-670-8729, Worldwide +1-613-686-6675
info@avtechpulse.com

Avtech offers a full line of 100,
200, 500, 700 and 1000 Volt
user-friendly pulsers capable
of driving impedances of 50 Q
and higher. The AVR Series is
suitable for semiconductor and
laser diode characterization,
time-of-flight applications,
attenuator testing, and other
applications requiring 10, 20,
or 50 ns rise times, pulse
widths from 100 ns to 100 us,
and PRFs up to 100 kHz.
GPIB, RS-232, and Ethernet
ports are standard.

| 400 ns/DIV |~

| 200 viDIv

Model AVR-8A-B

See additional test results at:

http://www.avtechpulse.com/medium

Nanosecond Electronics
Since 1975
Pricing, manuals, datasheets and test results at:
www.avtechpulse.com/medium
AVTECH ELECTROSYSTEMS LTD.
US & Canada 888-670-8729, Worldwide +1-613-686-6675
info@avtechpulse.com
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NI Joins 6G Initiatives

David Hall, NT’s director of semiconductor marketing,
discusses NTs targeted business cases for 6G development
in the context of the company’s memberships in the Next G
Alliance and NYU Wireless’s Industry Affiliates program.

https://www.mwrf.com/technologies/systems/video/21171074/
ni-joins-6g-initiatives

Optimization Techniques for
Phased-Array Synthesis

This edition of “Algorithms to Antennas” discusses
optimization solvers, which can be used to achieve a desired
pattern in radar and wireless system applications that use
phased-array front ends.

https://www.mwrf.com/technologies/systems/article/21170239/
mathworks-algorithms-to-antennas-optimization-techniques-
for-phasedarray-synthesis

JOIN US ONLINE = K3

twitter.com/MicrowavesRF  facebook.com/microwavesrf

Why We Need to Talk IoT
Security Right Now

Microwaves & RF speaks with Ian Drew, Chairman at
Foundries.io, on the importance of IoT security and what it
means for the future of the connected world.

https://www.mwrf.com/technologies/systems/article/21170416/
microwaves-rf-why-we-need-to-talk-iot-security-right-now

Back to Basics: Impedance
Matching (Part 1)

The term “impedance matching” is rather straightforward. It’s
simply defined as the process of making one impedance look
like another. Frequently, it becomes necessary to match a load
impedance to the source or internal impedance of a driving
source.

https://www.mwrf.com/technologies/systems/
article/21167982/electronic-design-back-to-basics-impedance-
matching-part-1
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_ i:lmpetlilve Pricing & Fast Delivery

‘e Military Reliability & Qualification

e Various Options: Temperature Compensation,
Input Limiter Protection, Detectors/TTL & More

e Unconditionally Stable (100% tested) —

OCTAVE BAND LOW NOISE AMPLIFIERS

AN

150 9001:2000
and AS?1008
CERTIFIED

S '-szJJJJla»

Model No. Freq GH»  Gain (d8) MIN  Noise Figure (d8) Power-out@Pp1d8  3rd OrderICP~ VSWR
CA01-2110 0.51.0 28 1.0 MAX, 0.7 TYP  +10 MIN +20 dBm 2.0:1
CA12-2110 1.0-2.0 30 1.0 MAX, 0.7 TYP.  +10 MIN +20 dBm 2.0:1
CA24-2111 2.0-4.0 29 1.1 MAX, 0.95TYP  +10 MIN +20 dBm 2.0:1
CA48-2111 4.0-8.0 29 1.3 MAX, 1.0TYP  +10 MIN +20 dBm 2.0:1
CA812-3111 8.0-12.0 27 1.6 MAX, 1.4 TYP  +10 MIN +20 dBm 2.0:1
CA1218-4111  12.0-18.0 25 1.9 MAX, 1.7 TYP  +10 MIN +20 dBm 2.0:1
(A1826-2110  18.0-26.5 32 3.0 MAX, 2.5TYP  +10 MIN +20 dBm 2.0:1
NARROW BAND LOW NOISE AND MEDIUM POWER AMPLIFIERS
CA0T-2111 0.4-05 28 0.6 MAX, 0.4 TYP +10 MIN +20 dBm 2.0:1
CA0T-2113 0.8-1.0 28 0.6 MAX, 0.4 TYP +10 MIN +20 dBm 2.0:1
CA12-3117 1.2-1.6 25 0.6 MAX, 0.4 TYP +10 MIN +20 dBm 2.0:1
(A23-3111 2.2-24 30 0.6 MAX, 0.45TYP  +10 MIN +20 dBm 2.0:1
(A23-3116 2.7-29 29 0.7 MAX, 0.5 TYP +10 MIN +20 dBm 2.0:1
CA34-2110 3.7-42 28 1.0 MAX, 0.5 TYP +10 MIN +20 dBm 2.0:1
(A56-3110 54-59 40 1.0 MAX, 0.5 TYP +10 MIN +20 dBm 2.0:1
CA78-4110 7.25-7.75 32 1.2 MAX, 1.0 TYP +10 MIN +20 dBm 2.0:1
CA910-3110 9.0-10.6 25 1.4 MAX, 1.2 TYP +10 MIN +20 dBm 2.0:1
CA13153110  13.75-15.4 25 1.6 MAX, 1.4 TYP +10 MIN +20 dBm 2.0:1
CA12-3114 1.35-1.85 30 4.0 MAX, 3.0 TYP +33 MIN +41 dBm 2.0:1
CA34-6116 G =55 40 4.5 MAX, 3.5 TYP +35 MIN +43 dBm 2.0:1
CA56-5114 5.9-6.4 30 5.0 MAX, 4.0 TYP +30 MIN +40 dBm 2.0:1
CA812-6115 8.0-12.0 30 4.5 MAX, 3.5 TYP +30 MIN +40 dBm 2.0:1
CA812-6116 8.0-12.0 30 5.0 MAX, 4.0 TYP +33 MIN +41 dBm 2.0:1
CA1213-7110 12.2-13.25 28 6.0 MAX, 5.5 TYP +33 MIN +42 dBm 2.0:1
CA14157110  14.0-15.0 30 5.0 MAX 4.0 TYP +30 MIN +40 dBm 2.0:1
(A1722-4110 17.0-22.0 25 3.5 MAX, 2.8 TYP +21 MIN +31 dBm 2.0:1
ULTRA-BROADBAND & MULTI-OCTAVE BAND AMPLIFIERS
Model No. Freq GH»)  Gain (d8) MIN  Noise Figure (d8) Power-out@P1id8  3rd OrderICP VSWR
CA0102-3111 0.1-2.0 28 1.6 Max, 1.2 +10 MIN +20 dBm 2.0:1
CA0106-3111 0.1-6.0 28 1.9 Max, 1.5 TYP +10 MIN +20 dBm 2.0:1
CA0108-3110 0.1-8.0 26 2.2 Max, 1.8 TYP +10 MIN +20 dBm 2.0:1
CA0108-4112 0.1-8.0 32 3.0 MAX, 1.8 TYP +22 MIN +32 dBm 2.0:1
CA02-3112 0.52.0 36 4.5 MAX, 2.5 TYP +30 MIN +40 dBm 2.0:1
(A26-3110 2.0-6.0 26 2.0 MAX, 1.5 TYP +10 MIN +20 dBm 2.0:1
CA26-4114 2.0-6.0 22 5.0 MAX, 3.5 TYP +30 MIN +40 dBm 2.0:1
CA618-4112 6.0-18.0 25 5.0 MAX, 3.5 TYP +23 MIN +33 dBm 2.0:1
CA618-6114 6.0-18.0 35 5.0 MAX, 3.5 TYP +30 MIN +40 dBm 2.0:1
CA2184116 2.0-18.0 30 3.5 MAX, 2.8 TYP +10 MIN +20 dBm 2.0:1 —
CA2184110 2.0-18.0 30 5.0 MAX, 3.5 TYP +20 MIN +30 dBm 2.0:1 ——
(A218-4112 2.0-18.0 29 5.0 MAX, 3.5 TYP +24 MIN +34 dBm 2.0:1 =
LIMITING AMPLIFIERS
Model No. Freq (6Hz)  Input Dynamic Range  Output Power Range Psat  Power Flatness dB - VSWR
(LA24-4001 2.0-4.0 -28 to +10 dBm +7 to +11 dBm +/-1.5MAX  2.0:1
(LA26-8001 2.0-6.0 -50 to +20 dBm +14 to +18 dBm +/-1.5MAX  2.0:1
(1A712-5001 7.0-12.4  -21to+10 dBm +14 to +19 dBm +/-1.5MAX  2.0:1
(LA618-1201 6.0-18.0  -50 to +20 dBm +14 to +19 dBm +/-1.5MAX  2.0:1
AMPLIFIERS WITH INTEGRATED GAIN ATTENUATION
Model No. Freq 64z Gain (d8) MIN  Noise Figure (@8)  Power-out@p1d8 Gain Attenuation Range VSWR
CA00T-251TA  0.025-0.150 21 5.0 MAX, 3.5TYP  +] 30 dB MIN 2.0:1
CA05-3110A 0.55.5 23 2.5 MAX, 1.5TYP  +18 MIN 20 dB MIN 2.0:1
CA56-3110A 5.85-6.425 28 2.5 MAX, 1.5TYP  +16 MIN 22 dB MIN 1.8:1
CA612-4110A 6.0-12.0 24 2.5 MAX, T.5TYP  +12 MIN 15 dB MIN 1.9:1
CA1315-4110A 13.75-15.4 25  2.2MAX 1.6 TYP  +16 MIN 20 dB MIN 1.8:1
CA1518-4110A 15.0-18.0 30 30MAX, 20TYP  +18 MIN 20 dB MIN ~ 1.85:1
LOW FREQUENCY AMPLIFIERS
Model No. Freq (6Hz)  Gain @8) MIN  Noise Figure dB  Power-out@pidd  3rd Order ICP VSWR
CA001-2110  0.01-0.10 18 4.0 MAX, 2.2 TY +10 MIN +20 dBm 2.0:1
CA001-2211  0.04-0.15 24 3.5 MAX, 2.2 TYP +13 MIN +23 dBm 2.0:1
CA001-2215  0.04-0.15 23 4.0 MAX, 2.2 TYP +23 MIN +33 dBm 2.0:1
CA001-3113  0.01-1.0 28 4.0 MAX, 2.8 TYP +17 MIN +27 dBm 2.0:1 C
CA002-3114  0.01-2.0 27 4.0 MAX, 2.8 TYP +20 MIN +30 dBm 2.0:1
CA003-3116  0.01-3.0 18 4.0 MAX, 2.8 TYP +25 MIN +35 dBm 2.0:1
(A004-3112  0.01-4.0 32 4.0 MAX; 2.8 TYP +15 MIN +25 dBm 2.0:1 1
CIAO Wireless can easily modify any of its standard models to meet your "exact” requirements at the Catalog Pricing.

Visit our web site at www.ciaowireless.com for our complete product offering.

Ciao Wireless, Inc.
Tel (805) 389-3224

4000 Via Pescador, Camarillo,
Fax (805) 389-3629

WHEESS

CA 93012
sales@ciaowireless.com

- Jof Every AJJJJ_____ .LJJJJ =

or built to your specifications!


http://www.ciaowireless.com
mailto:sales@ciaowireless.com

SPACE-READY SDR
MODULE Carries Open
Recontigurable FPGA

In a credit-card-sized module, CesiumAstro’s SDR-1001
delivers four Tx and four Rx channels of SDR for LEO
satellites and airborne missions. :

n its SDR-1001, a flight-ready, credit-

card-sized modular software-defined

radio (SDR) module, CesiumAstro
delivers four transmit and four receive
channels tunable from 300 MHz to 6 GHz
for commercial, government, and defense
applications. The module, which is tested
to NASA GEVS standards, ships with a
default BPSK/QPSK modem and optional
FPGA Developer Toolkit, enabling cus-
tom waveform development.

Meant for low-Earth-orbit satellites
(LEOS) and airborne missions, the SDR-
1001, which weighs just 100 grams, offers
custom waveform support with 70% of
its FPGA resources available for custom
designs. It integrates a flexible RF front-
end with high-performance FPGA to
support a 5-to-7-year mission duration.
Mil-Spec connectors provide access to RF
signals and enable both SpaceWire and
Ethernet connectivity. Integrated redun-
dancy and failover logic provide resiliency
from radiation events with onboard telem-
etry delivering system health and power
management information.

The pre-loaded reference modem func-
tionality provides a carrier-sense multiple-
access (CSMA)-based, multi-point mesh
networking capability out of the box.
When two SDRs establish a connection,
data packets from Ethernet, SpaceWire,
or serial ports are routed across the link.

CesiumAstro

The company is also developing turnkey
waveform support for DVB-S2, DVB-
S2X, and CCSDS with Tx data rates up
to 500 Mb/s.

An available FPGA development kit
allows communications engineers to build
and deploy custom waveforms on the SDR-
1001’s open and reconfigurable FPGA. The
underlying board-support package (BSP)
firmware provides a simplified API for con-
trolling the RF front end and data manage-
ment while enabling full access to baseband
1Q data for custom waveform and modem
development. Support and training are pro-
vided with the FPGA development kit to
accelerate user success.

The SDR-1001 is offered as a stand-
alone module, but also forms the back-
bone of other Cesium products, including
fully integrated L-band, S-band, X-band,
Ku-band, and Ka-band connectivity and
phased-array solutions. Producing low-
SWaP, plug-and-play hardware with
high-volume manufacturing techniques,
Cesium can support volume orders for
LEO space and airborne applications. il

Mercury Systems

SOLID-STATE
MEMORY Tolerates

Space Radiation

SATELLITES ARE BECOMING increas-
ingly important components in a global
electronic network for communications
and navigation, even though the com-
ponents within satellites are subject
to high radiation levels that can limit
reliability and operating lifetimes. For-
tunately, electronic devices such as the
model RH3480 solid-state data recorder
(SSDR) from Mercury Systems are being
designed with radiation in mind, with the
capabilities to withstand radiation lev-
els found in space applications and on
board low-Earth-orbit satellites (LEOS).

Based on single-level-cell (SLC) NAND
flash memory, the RH3480 SSDR pro-
vides reliable 480 GB of storage in a
compact 3U VPX-compatible form factor
(see figure). Designed and built accord-
ing to reduced size, weight, and power
(SWaP) demands, it features highly dense
data storage but weighs only 750 g in
keeping with satellite communications
(satcom) and navigation requirements. In
addition to high radiation tolerance, the
SSDR employs advanced error-correc-
tion-code (ECC) algorithms to maintain
data integrity under the harsh operating
conditions of space. It functions in linear
and host-addressable operating modes.
The dual-port design can write data at
rates to 18.4 GB/s and read data at rates
to 16.0 GB/s. m
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e DC to 6GHz7 The Best Valued

¢ 1300MHz of bandwidth in one platform SDRin its Class
» 4 RX and 4 TX independently controlled
¢ 1U Form Factor

CYAN

The Best
e DC to 18GHz SDR Available

e Up to 16GHz of bandwidth in one platform
e Up to 16 independent radio chains
e 3U Form Factor
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News

GALLIUM NITRIDE + MCM = More 5G Efficiency

BY ADDING GALLIUM-NITRIDE (GaN)
technology to its multichip-module (MCM)
platform, NXP has hit a significant milestone
for 5G energy efficiency. Building on the com-
pany’s investment in its highly advanced GaN
fab in Arizona, NXP is the first to announce RF
solutions for 5G massive MIMO that combine
the high efficiency of GaN with the compact-
ness of multichip modules.

Reducing energy consumption is a major
goal for telecom infrastructure, where every
point of efficiency counts. The use of GaN
in multichip modules increases lineup effi-
ciency to 52% at 2.6 GHz—8% higher than
the company’s previous module generation.
NXP has further improved performance with
a proprietary combination of LDMOS and
GaN in a single device, exploiting GaN’s
inherent wideband performance to achieve
400 MHz of instantaneous bandwidth. As a
result, it's now possible to design wideband
radios with a single power amplifier.

This energy efficiency and wideband
performance are now available in the small
footprint of NXP’s 5G multichip modules.
The new portfolio will enable RF developers
to reduce the size and weight of radio units,
helping mobile network operators lower the
cost of deploying 5G on cellular towers and
rooftops. In a single package, the modules
integrate a multi-stage transmit chain, 50-Q
in/out matching networks, and a Doherty
splitter/combiner. NXP is also adding bias
control using its latest SiGe technology. This
new step in integration removes the need for

a separate analog control IC and provides
tighter monitoring and optimization of power-
amplifier performance.

“NXP has developed a unique technol-
ogy toolbox dedicated to 5G infrastructure
that includes proprietary LDMOS, GaN, and
SiGe, as well as advanced packaging and
RF design IP,” said Paul Hart, executive vice
president and general manager of the Radio
Power Business Line at NXP. “This enables
us to leverage the benefits of each element
and combine them in the most optimal way
for each use case.”

Like the previous module generation, the
new devices are pin-to-pin compatible. RF
engineers can rapidly scale a single power-
amplifier design across multiple frequency
bands and power levels, reducing design
cycle time and accelerating the rollout of
5G around the globe

XP’s new 5G
multichip
modules will sample
in Q3, with production
starting later this year.

NXP’s new 5G multichip modules will
sample in Q3, with production starting later
this year. The devices will be supported by
NXP’s new RapidRF series of RF front-end
board designs that helps accelerate the
design of 5G systems. H
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SOSA-ALIGNED DEV PLATFORM Speeds System Integration

IF YOU’'RE DEVELOPING and integrating
systems that mesh with the Sensor Open
Systems Architecture (SOSA) technical stan-
dard, you might be interested in Pentek’s
model 8256 development platform. The plat-
form, which is aligned to the SOSA standard,
is a 3U VPX platform with Intelligent Platform
Management Interface (IPMI) and connectiv-
ity for RF and optical interfaces. The Model
8256 is built for application development with
Pentek’s Quartz RFSoC data-acquisition and
processing boards. Pentek’s SOSA-aligned
products facilitate interoperability, reuse, and
rapid technology insertion, all consistent with
the SOSA Consortium’s approach and vision.

Several Pentek partners and key con-
tributors to the emerging SOSA Technical
Standard are involved in the development
of this platform. Pentek teamed with EIma
Electronic for backplane and system man-
agement components, Interface Concept
for backplane switch modules, Concurrent
Technologies for single-board computer
modules, and Crossfield Technology for
IPMI and chassis management support;
all specifically designed to be in alignment
with the SOSA Technical Standard.

The Open Group SOSA Consortium
created a common framework, the emerg-
ing SOSA Technical Standard, for sensor
systems based on key interfaces and open
standards established by industry-govern-
ment consensus. The forthcoming SOSA
Technical Standard implements numer-
ous VITA standards that are reflected in
the Pentek Model 8256 configuration. The
Model 8256 takes advantage of several
advanced features including cooling, plat-
form system management and RF/optical
interface options.

For one, the Model 8256'’s built-in forced-
air cooling is designed to support conduction-
cooled boards in a standard 19-in. rackmount
profile chassis. This provides the convenience
of development on conduction-cooled

boards in a desktop or laboratory environ-
ment. The development chassis uses the VITA
46.11- and HOST-aligned Chassis Manage-
ment Module (CMM). This CMM is software-
upgradeable to the forthcoming SOSA v1.0
standards. SOSA-aligned systems will fea-
ture, and the CMM will enable, meaningful
integration between the functional elements
(SOSA Modules) and the System Manager,
the CMM, and every plug-in card (PIC).

Model 8256 is designed for convenient
access to RF and optical interfaces. Each
RF payload slot can be optioned with 20
coaxial breakout connectors located on the
back panel of the chassis, providing direct
connections to the VITA 67.3C backplane
connector. In addition, each RF payload slot
can be optioned with two rear-panel MPO
adapters to provide access to the VITA 67.3C
dual optical interfaces.

The Model 8256 is immediately available.
Several options for Quartz RFSoC data-
acquisition and processing boards, RF, and
optical interconnections are possible. Pentek
integration assistance is available to select
and configure modules that are most appro-
priate for prototyping specific applications. M

PRAM PASSES First Year in Space

HUMANITY’S DEMAND FOR sources of
energy is growing, even if those sources
are from outer space. As the U.S. Naval
Research Laboratory (NRL) has demon-
strated for over a year with its Photovoltaic
Radio-Frequency Antenna Module (PRAM)
experiment, solar energy captured in space
may serve as a practical source for terrestrial
applications on Earth. The PRAM energy-
capturing device (see figure) was launched
aboard the U.S. Air Force X-37B Orbital Test
Vehicle last May 17, 2020.

The PRAM experiment is evaluating com-
ponents for what may be a power-satellite
network to capture energy from space and
transmit it anywhere on Earth. The PRAM
team has been receiving data from the mod-
ule on aregular basis, to better understand
the mechanical and electrical performance

12

requirements over time that will be needed
for the long-term success of a power satel-
lite network. “It’s been exhilarating getting
to this point,” said Paul Jaffe, Ph.D., PRAM
principal investigator. “While we would have
liked the moment to arrive sooner, it’s great
to feel that we’re making forward progress.”

Jaffe offered, “Seeing some of the effects
of key differences between testing in space
and on the ground has definitely been eye-
opening. PRAM is successfully laying the
foundation for the next iteration of experi-
ments and demonstrations for space solar.”

Chris DePuma, PRAM program man-
ager, explained, “The analysis to this point
has shown that it has performed as well
in orbit and even in some cases exceeded
our pre-launch laboratory testing,” DePuma
noted satisfaction from the first data pack-

age received from the X-37B Orbital Test
Vehicle: “It confirmed all our hard work had
paid off and PRAM was working in orbit, and
delivering valuable data to advance space
solar and power beaming research.”

Electromagnetic (EM) energy beams are
used to transfer power from the PRAM unit
to terrestrial receivers. If these experiments
are successful, they will offer a means of col-
lecting significant amounts of solar energy
with a constellation of satellites and transfer-
ring the energy across free space via EM
technology. ®
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Industry Trends

MARC PEGULU | Vice President, loT Strategy and Products, Semtech

As employees return to the office, businesses must provide a safe work environment.
Here are four ways IoT technology can help ensure safety in office and work settings.

he COVID-19 pandemic pre-
sented the world with striking
challenges. As restrictions con-
tinue to lift, businesses are responding
by leveraging Internet of Things (IoT)
technologies to balance health and safe-
ty concerns while employees return to
office work settings. This is critical since
many employees are hesitant about the
“return to normal”
Early on in the pandemic, a study from
Just Capital found that 90% of Americans
wanted companies to prioritize health and
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safety in the wake of COVID-19. More
recent research suggests there’s still a lot
of fear from employees when it comes to
returning to the office. Despite being vac-
cinated, many employees still seek addi-
tional measures taken by their employers
when it comes to comfort level and assur-
ance of health and safety.

As more companies welcome employ-
ees back to in-person settings, the pres-
sure on these businesses is mounting to
provide a safe work environment. Luckily,
there are four key ways that connected

technology can be used to ensure safety
in office work settings:

Proximity Sensing & Contact
Tracing

Whether restrictions are fully lifted or
just relaxed, many businesses can continue
enforcing safe social-distancing practices
and contact tracing in the office so that
their employees feel more confident about
working in a co-located physical work-
place. The ability to automate monitoring
of new safety policies, while empowering
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Office Safety and 10T Tech

employees as part of the new normal in
business operations, is critical for any
organization.

Over the past year, there have been
significant developments around con-
tact tracing. This technology went from
a slightly unknown commodity to an
imperative necessity, but issues remain.
In several countries, manufacturers are
developing and testing contact-tracing
apps for smartphones, but these apps
are collecting and storing data about
an individual’s whereabouts 24 hours a
day. While contact tracing is important,
it should not compromise the privacy
of individuals when they are outside
the office. Companies can choose a less
intrusive method, and are able to do so
with IoT technology.

The ideal solution would leverage wear-
ables over a smartphone with support for
robust long-range wireless communica-
tions to alert when employees may have
been exposed to a co-worker or visitor
who tests positive. At the same time, these
wearables also can be used for proximity
sensing, alerting employees when they are
closer than the allotted distance. Employ-
ees can confidently bring their wearable
device to work knowing that their privacy
is protected because the only environment
in which they are traceable is within com-
pany premises.

People-Counting Solutions

As capacity limits increase across the
board, it is critical for employers to moni-
tor their office spaces to ensure appro-

priate public health guidelines are being
followed. However, office monitoring is
an incredibly difficult task.

With common spaces, conference
rooms, desk areas, and other spaces, there
are a lot of different elements to look after.
All must be accounted for, requiring atten-
tion to detail and efficiency from employ-
ers throughout this process. Occupancy
monitoring technology provides real-time
insights on population activity, measuring
the effectiveness of social distancing and
other public health guidelines based on
local compliance with these regulations.

Employers can use a number of differ-
ent IoT-based solutions, including density
control sensors to provide anonymous,
real-time people counting in different
spaces set for pre-defined capacity levels.
Employers also may enable solutions that
involve green-red “traffic light” alerts to
regulate access to buildings. The key is
that all of these solutions can be used to
inform practical adjustments to operat-
ing procedures and flow throughout an
office space.

Air-Quality Monitoring

Scientific research has indicated that
quality airflow is a key to increasing pro-
tection and slowing the spread of COV-
ID-19. The Centers for Disease Control
and Prevention (CDC) recommends
multiple mitigation strategies to com-
bating COVID-19, including significant
improvements to building ventilation to
reduce the spread of disease and lower
the risk of exposure. In doing so, looking

6ft
proximity
sensors

LoRa®-based Contact Tracing
to Help Businesses Reopen Safely

LoRaWAN®
> >

Semtech
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to carbon dioxide (COz2) in combination
with humidity and temperature will be a
reliable indicator for indoor air quality,
which can now be measured in real time
thanks to IoT-based solutions.
ToT-based building and indoor environ-
ment monitoring solutions are extremely
innovative and comprehensive tools in
minimizing the spread of COVID-19 in
support of safe building and workspace
reoccupancy. Indoor air-quality sensors
for COz, humidity, and temperature can
reduce COVID-19 aerosols. Long-range
and low-power technology is particularly
critical here as building layouts can be
diverse and sensors can be hidden in or
around walls and the ceiling.
Maintaining humidity levels between
40% and 60% is proven to reduce the
transmission of viruses. The utilization of
these continuous environmental monitor-
ing solutions, including the measurement
of humidity and CO: levels and optimiz-
ing ventilation, is crucial in helping busi-
nesses reoccupy in a post-COVID world.

Hygiene-Monitoring Solutions

The COVID-19 pandemic had a major
impact on all of us, especially our behavior
and mindset when it comes to hygiene.
Businesses should focus on enhanced
cleaning and disinfecting practices to
address the health and safety of workers,
tenants, customers, and others who pass
through their facilities.

ToT-based hygiene-monitoring solu-
tions can enable contactless check-in and
predictive cleaning. For example, auto-
mated check-in and touchless infrared
temperature sensor kiosks can be used to
pre-screen employees and visitors enter-
ing a facility.

Additionally, predictive cleaning solu-
tions can monitor and record traffic and
usage data in designated high-use areas.
Having insight into heavily trafficked
areas means refills of soaps or disinfectant
can be more easily predicted. Touchless
sensors and supply systems for toilets,
soap dispensers, faucets, and paper tow-
els also help lessen the transfer of germs,
promoting safety in shared spaces.
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Looking Forward

With millions of Americans receiving
COVID-19 vaccinations, we continue to
move closer to a return to normal every-
day activities. This means that places such
as restaurants, stores, and most notably,

offices, will begin fully reopening. We
must continue to emphasize the impor-
tance of safety in work settings with the
use of IoT-enabled solutions for contact
tracing, people counting, and air and
hygiene monitoring. Gl

Considerations LoRa
for Reopening =
Safe and Secure
Workplaces

As businesses resume operations during this global pandemic, Internet of
Things {loT) applications will be Instrumental In helping human resource
departments and facility managers connect and protect their employees by

Here are the top five critical areas to mitigate risks associated with COVID-19:

~Social
Distancing

Contact
Tracing

Occupancy
Control

Semtech
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o Touchless sensors and wpply systerm for toilats,
soap dispensars, faucets, and papor towel dispensors
promote safaty

o Smart badges and wearables monitor the
proimity of employees to decrease risk of

infectious transmission

o

Ensure six feet (two meters) of distance between
warkers with device warning features to provide
immediate feedback and training
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infection due to provious contact
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Systems
SIMON NDITIRU | Electrical Engineer, Per Vices

SDRs as a Reference and
Common Clock Source for

GNSS Timing Apps

Software-defined radios
can monitor the integrity
of satellites and ground
stations and ensure the
functionality of GPS
tracking, autonomous
driving, automation, and
financial markets.

software-defined radio (SDR)
is a versatile radio commu-
nication system that employs
able software-based compo-
nents for processing digitized signals.

onft
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The SDR paradigm offers high flexibility,
facilitating upgrades or updates to radio
communication systems at a low cost due
to functionality and components imple-
mented as a software embedded system.
Some of these components include filters,
amplifiers, decoders, and mixers. In addi-
tion, SDRs offer superior performance,
suiting them for a broad array of industrial
applications.

An SDR generally consists of two parts:
aradio front end and a digital back end. In
a typical SDR receiver, the radio front end
is an RF tuner that converts the incom-
ing radio-frequency (RF) signal into an
intermediate-frequency (IF) signal. Sub-
sequently, the IF signal is then fed into

an analog-to-digital converter (ADC)
that converts it into a digital signal. The
digitized signal is then channeled into a
digital back end for processing

In the case of a typical SDR transmitter,
the front end consists of an RF converter
and a power amplifier. The RF converter
receives an analog IF signal from a digital-
to-analog converter (DAC) and converts
it into an RF signal that’s amplified by a
power amplifier before being fed into an
antenna for transmission. Unlike conven-
tional radio communication systems, an
SDR is capable of handling signals over a
wide bandwidth. The highest-bandwidth
SDRs can manage signals over a band-
width of up to 18 GHz.
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The digital back end of an SDR system
features a field-programmable gate array
(FPGA) with onboard digital-signal-pro-
cessing (DSP) capabilities. This board
handles digitized signals and consists
of various reconfigurable components,
including mixers, filters, modulators,
and demodulators. It also provides the
means to implement various application-
specific functionality ranging from trig-
gering and queuing waveforms for radar
or MRI, to implementing any wireless
communication standard/protocol into
the chip itself. DSP operations also occur
as a block in the FPGA, incorporating

computational tasks like upconverting,
downconverting, modulation, demodula-
tion, and error control.

The versatility, reconfigurability,
interoperability, and superior perfor-
mance of SDRs makes them a suitable
choice for use in a broad array of indus-
trial applications. This includes mission-
critical applications such as radar, test-
and-measurement systems, spectrum
monitoring and recording, MRI/NMR
systems, network security systems, and
GNSS systems. An example of a high-
performance SDR platform, suitable for
avariety of mission-critical applications,

is one developed by Per Vices (Fig. 1).

Global Navigation Satellite
System

The Global Navigation Satellite System
(GNSS), which has worldwide coverage,
serves timing and/or geospatial position-
ing applications. Some of today’s fully
operational GNSSs include the Global
Positioning System (GPS), BeiDou Nav-
igation Satellite System (BDS), Global
Navigation Satellite System (GLONASS),
and Galileo. GNSSs leverage precise clocks

to deliver the time and position accuracy
required by today’s applications.

1. Shown is an example of a high-performance SDR platform, suitable for various mission-critical applications.
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SDRs for GNSS Timing

GNSS satellites use onboard atomic
clocks, while ground stations employ
crystal oscillators in SDRs or external
reference clocks to ensure highly accu-
rate timing and positioning. The superior
performance of SDR clock systems makes
them a popular choice for GNSS timing
applications.

Most of today’s financial institutions,
radar stations, and data networks consist
of many nodes that form a distributed
network. Such distributed systems require
precise timing to ensure that all transac-
tions are accurate and synchronized. The
tight timing accuracy of GNSS makes it a
good choice for synchronizing nodes in
distributed systems.

Some applications such as precision
farming, autonomous driving, port auto-
mation, commercial aircraft tracking, and
Google Maps require precise position
data. Moreover, GNSS provides accu-
rate location data and is used in a broad
array of industries, including agriculture,
defense, mining, and construction.

Using SDR Clock Systems in GNSS
Timing Apps

An SDR time board provides the clock
distribution for all receiver and transmit-
ter ADCs/DACs and the FPGA to work
synchronously. This internal time board
consists of an oven-controlled crystal
oscillator (OCXO) that delivers a very sta-
ble (5 parts/billion) and accurate 10-MHz
signal. Such oscillators also offer high fre-
quency stability, a low noise floor, and
the low phase noise required for accurate
timing and synchronization of functions.
The unmatched frequency stability of this
oscillator makes the SDR clock ideal for
applications with strict timing require-
ments, such as GNSS systems.

The SDR clock distribution ensures
that various functions of a GNSS system
are properly synchronized. Apart from
sampling-related functions, this clock-
distribution system also can synchronize
other processing operations like upcon-
verting and downconverting functions.

One may use an SDR clock in either
master or slave mode. In master mode, the

22

internal clock is used within the SDR plat-
form. Using the SDR clock in slave mode
requires an external reference clock. This
gives engineers the flexibility to utilize a
clock system that best matches the tim-

ost of

today’s
financial institutions,
radar stations, and data
networks consist of
many nodes that form
a distributed network.
Such distributed
systems require precise
timing to ensure that all
transactions are accurate
and synchronized.

ing requirements of a given application.
Applying an SDR as a master clock for
your GNSS system enhances the flexibility
of your systems and saves you time and
resources.

An SDR-based clock-distribution sys-
tem offers high flexibility and enables
engineers to implement new functions
and protocols without the need to change
or modify the available hardware. In addi-
tion, because software-based components
are reusable, the technology reduces the
time and resources required for proto-
typing and testing sophisticated clock-
distribution systems.

The SDRSs clock system is suitable for
a broad array of applications that require
accurate timing. With an SDR platform,
it’s not necessary to build a separate clock-
distribution network for your application.
Figure 2 illustrates all of the integrated
components.

The availability of a built-in clock sys-
tem enables engineers to save time and

RF Front-end
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External time reference

2. This illustration shows all of the
integrated components of an SDR-based
clock-distribution network.
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SDRs for GNSS Timing

resources, thereby cutting the overall cost
of implementing, testing, and deploying
complex systems. In addition, the SDR’s
clock system offers impressive timing
accuracy, and its performance is compa-
rable or even superior to fully external
clock systems.

SDR-Based GNSS Ground Station

A ground-control station is a critical
segment of any GNSS system requiring
extremely accurate clocks (Fig. 3). Some
of the key functions of this station include
tracking satellites, computing precise loca-
tions of satellites, monitoring drift in
satellites, and adjusting their direction
to ensure that they remain in the right
orbital plane while also monitoring the
satellite integrity and resolving satellite
anomalies.

At the heart of any GPS/GNSS ground
station is a reference clock that makes sure
the entire system is accurately synchro-
nized. Due to the superior performance
of an SDR’s clock, it’s well-suited for use
as the reference clock of a GNSS ground
station. For such applications, the SDR’s
clock is employed in master mode.

The accuracy of the timing signals
provided by GNSS heavily depends on
signal transmission and reception. GNSS
uses the L1 and L2 bands for signal com-
munications between the ground sta-
tions and the satellites. Ground segments
use atomic clocks to generate system
time while receivers use clock oscilla-
tors to maintain their time. Although
these two time scales feature high accu-
racy, their time measurements have a
small deviation. As such, it’s necessary
the time signal from the satellite that’s
received by a user be traceable to a refer-
ence time scale.

The system time scales used by GNSSs
are based on Coordinated Universal Time
(UTC). This post-processed time scale is
generated and disseminated by the Inter-
national Bureau of Weights and Measures
(BIPM). The UTC time scale provides a
reference for time measurements to a wide
range of timing systems, including those
for GNSSs.
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Institutes and research centers that
maintain realizations of UTC, known as
UTC(k) time scales, utilize high-quality
clocks and time transmission equipment.
Precise timing systems such as GNSS tim-
ing systems must ensure that their time
measurements are reliable and traceable
to regional or international standards.

The performance of an SDR’s clock sys-
tem also makes it ideal for various DSP
operations, including decoding, encod-
ing, modulation, and demodulation. In
addition, the reconfigurability of SDR
platforms allows engineers to prototype
and test new functions and protocols
without modifying the existing hardware.
This greatly reduces the overall cost of
maintaining the radio communication
system of a GNSS system.

Conclusion

Conventional radio communication
systems are implemented using dedi-
cated hardware-only components. This
implementation approach consumes high
amounts of resources and yields systems
that are rigid and highly susceptible to

obsolescence. Such hardwired systems are
difficult to upgrade because the process
involves modifying or replacing existing
hardware.

The configurable architecture of SDRs
enables engineers to implement new func-
tions and protocols without modifying
the available hardware, suiting them for
timing applications in GNSS systems.
The flexibility of these platforms allows
engineers to implement versatile systems
that are interoperable with various GNSS
constellations. The SDR paradigm also
makes it possible to implement scalable
systems capable of accommodating cur-
rent and future GNSS constellations.

Thanks to the tight timing capabilities
of SDR clocks, these platforms can meet
the strict timing demands of today’s GNSS
timing applications. Furthermore, reus-
ability of an SDR’s reconfigurable mod-
ules saves time, money, and resources
required for developing and testing new
GNSS ground-control stations. As such,
SDR platforms are generally recognized
as the most suitable radios for GPS/GNSS
test and simulation. [
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Wi-Fi 6E is Reshaping
RF Security Requirements

Even as it promises a less-congested Wi-Fi spectrum, the advent of Wi-Fi 6E poses
new challenges to RF security professionals. Here’s a look at how an SDR-based
approach to spectrum analysis can help get the job done.

ixed and mobile internet usage

is growing rapidly as our world
depends more on the wireless spec-

m, thanks in large part to the great
migration to working from home. A May
2020 report found that overall internet
traffic grew by more than 40% between
February and April, with video streaming
accounting for 58% of all traffic.! Much
of this traffic is being driven away from
mobile back to fixed Wi-Fi access points.
The arrival of Wi-Fi 6E will help to
alleviate the congestion on existing Wi-
Fi networks. In response to the need for
greater reliability, access, and perfor-
mance, the Federal Communications
Commission (FCC) voted in April 2020 to
open up the 6-GHz band (5.925 to 7.125
GHz) for unlicensed use.? Adding more

26

than 1.2 GHz of high-frequency spec-
trum, the announcement represents the
largest addition to Wi-Fi since the origi-
nal 802.11b standard of the late 1990s and
paves the way for the Internet of Things
(IoT), virtual and augmented reality
(VR/AR), and other high-bandwidth,
low-latency applications.

However, the move to the 6- to 7-GHz
band and beyond presents a new challenge
to RF security and technical surveillance
countermeasures (TSCM) professionals.
With most previous devices using signals
in the 2.4- or 5-GHz bands, spectrum-
analysis equipment also was designed to
cover up to a maximum of 6 GHz. As a
result, many users will need to increase the
frequency range of their RF measurement
equipment to get a complete view of the

spectrum environment in their facility.
This article will introduce the Wi-Fi 6E
standard and provide an overview of the
new specifications, improvements over
previous standards, and potential appli-
cations and uses. It will then explore how
these new signals will impact RF secu-
rity professionals before showing how a
software-defined approach to spectrum
analysis allows for greater performance
at alower cost than traditional hardware.
RF security will always play an impor-
tant role in corporate offices, govern-
ment facilities, sensitive compartmented
information facilities (SCIFs), and other
environments where sensitive informa-
tion must be protected. By understanding
the new standard, security professionals
can ensure they have the equipment and
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Wi-Fi 6E and Security

performance needed to maintain control
of the wireless spectrum.

Understanding Wi-Fi 6E

A recent Cisco report estimates that
5.6 billion people will use the internet by
2023. The number of connected devices
is expected to grow from 18.4 billion in
2018 to more than 29 billion by 2023.> In
addition to this rapid rise in the number of
connected devices, high-definition video
streams and other high-bandwidth appli-
cations have dramatically increased the
amount of data flowing at a given time.

Low-latency applications such as gam-
ing, VR/AR, and autonomous vehicles
also require high levels of performance
and reliability, whereas IoT applications
often have wide networks of low-powered
sensors all sharing data in real-time.

In response to these changing require-
ments, the FCC has authorized a new
band of spectrum for unlicensed use.
This section will explore the differences
and benefits of the new Wi-Fi 6E standard
and the 6- to 7-GHz band.

How Wi-Fi 6E Differs from
Previous Standards

Early Wi-Fi standards, such as 802.11b,
were first deployed in the late 1990s. They
operated in a tiny sliver of the unlicensed
2.4-GHz ISM band from 2.400 to 2.495
GHz. With a narrow range and overlap-
ping channels, the ISM band eventually
became too crowded to cope with the
increasing density of devices and grow-
ing bandwidth requirements.*

Though the first 5-GHz standards go
back to the same period, widespread use
became more common with the introduc-
tion of 802.11n, known today as Wi-Fi 4.5
Operating from 5.170 to 5.835 GHz, this
higher-frequency standard reduced the
strain on the overcrowded 2.4-GHz band
and improved speed, reliability, capacity,
and bandwidth. Further performance
improvements were realized as technol-
ogy advanced and new standards were
launched, specifically 802.11ac (Wi-Fi
5) in 2013 and the more recent 802.11ax
(Wi-Fi 6) in 2018.
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1. Wi-Fi 6E supports 14 non-overlapping 80-MHz channels and seven non-overlapping 160-

MHz channels, a significant improvement over previous 2.4- and 5-GHz standards.

With its approval from the FCC, Wi-Fi
6E represents one of the largest and most
significant additions to Wi-Fi in its his-
tory. It has the potential to dramatically
boost speed, bandwidth, capacity, and reli-
ability while reducing congestion, latency,
and power requirements. Put simply, it
will increase the amount of spectrum
available for routers and other devices by
nearly a factor of five, resulting in more
bandwidth and less interference.b

The biggest and more important change
for RF security professionals is that Wi-Fi
6E will use the 6- to 7-GHz band ranging
from 5.925 to 7.125 GHz. Previously used
to support utilities, public safety, and wire-
less backhaul, unlicensed devices will now
be allowed to share this spectrum through
a regulatory framework that protects
existing users while allowing for more
efficient use of the wireless spectrum.

Wi-Fi 6E will support 14 additional
non-overlapping 80-MHz channels and
7 non-overlapping 160-MHz channels, a
dramatic improvement from the 20-MHz
non-overlapping channels currently avail-
able in Wi-Fi 5 (Fig. 1). Combined with
advanced channel-allocation technology,
this will greatly reduce congestion and
interference for users in high-density envi-
ronments such as office buildings, apart-
ment complexes, or large public venues.

In addition, Wi-Fi 6E will dramatically
improve speed and latency. One indus-
try report suggested that the average
fixed-broadband download speed would

increase to 280 Mb/s by 2022, more than
double the current U.S. average of 137
Mb/s.” Tests have demonstrated latency
levels as low as 2 to 5 ms.®

Of course, the tradeoff when deal-
ing with higher-frequency signals is a
decrease in propagation and range. Com-
pared to 2.4- and 5-GHz signals, 6-GHz
signals will travel shorter distances and
be more susceptible to physical barriers
such as buildings, walls, trees, and other
obstacles. In larger spaces, multiple access
points will be required to ensure coverage
and maintain reliability.

Finally, Wi-Fi 6E will only be accessible
to new devices that support the standard
and will have no backward compatibility.
Early entrants should encounter a nearly
clear playing field, away from the con-
gestion and interference of the 2.4- and
5-GHz bands.

With so many advantages and the
potential for substantial performance
improvements, it’s no surprise that Wi-Fi
6E devices are expected to become preva-
lent in 2021. One IDC research director
estimates there will be more than 338
million devices entering the market by
the end of the year, and nearly 20% of all
Wi-Fi 6 device shipments will support the
6-GHz band by 2022.°

The resulting increase in broadband
speeds, combined with the accelerated
deployment of IoT and other advanced
technologies, is expected to generate
more than US$180 billion in revenue over
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the next five years.!® So how does this
affect RF security, and how will equip-
ment requirements shift as new Wi-Fi
6E-enabled devices enter the market?

The Changing Nature of RF
Security

RF security has evolved over the years
as devices, hackers, and covert surveil-
lance products became more sophis-
ticated. For as long as there has been
sensitive information, surveillance, and
countersurveillance, operators have found
new ways to evade and outsmart the other.

The widespread proliferation of low-
cost, easy-to-use, and powerful wireless
communications technology has made
it relatively simple for governments,
rival corporations, or even individuals
to deploy surveillance devices, transmit
sensitive information, and disrupt the
wireless signal environment.

The following section shows how the
new Wi-Fi 6E standard will change per-
formance requirements for spectrum-
analysis equipment used for TSCM and
RF security applications.

What the New Standards Mean
for Spectrum-Analysis Hardware

As mentioned earlier, the new stan-
dard operates in the range of 5.925 to
7.125 GHz, significantly higher than
previous standards. Until now, most
users were only concerned with signals
below 6 GHz. Spectrum-analysis equip-
ment, in turn, also was limited to these
ranges. The result is that most existing
TSCM and spectrum-analysis hardware
deployed and used in the field today will
be unable to detect and analyze these
new 6- to 7-GHz signals.

This is an obvious issue for RF security
professionals because they will basically be
blind to these new devices, which presents
a serious security vulnerability. It not only
limits how users can detect and remove
unauthorized devices, but it also prevents
them from getting a complete view of the
signal environment in their facility.

A second challenge is the width of the
new band and channels. With 1.2 GHz of

GO TO MWRF.COM

spectrum divided into 80/160-MHz chan-
nels, equipment with low instantaneous
bandwidth (IBW) and sweep rates may
miss out on sporadic and short-duration
signals of interest.

Finally, as the requirements for TSCM
and RF security rise in complexity and
operators become more sophisticated,
traditional sweeping techniques must
be augmented with continuous, 24/7
coverage. Modern surveillance devices
can store information and transmit it in
short bursts outside of regular office hours
to avoid detection by sweeps. Many also
use frequency hopping or low-powered
signals to further reduce the likelihood
of detection.

Another consideration is that threats
to RF security aren’t necessarily mali-
cious. For example, an employee may be
unsatisfied with the connectivity in their
office and decide to bring in a router from
home to boost their connection. Similarly,
an employee may forget to check their
device before entering a SCIF or other
restricted facility.

In such cases, the threat to RF secu-
rity is the result of an honest mistake or
accident rather than an intentional event.
Continuous monitoring of the facility
would allow security professionals to

detect the transmitter and then take steps
to remove or secure the device.

A Continuous, Software-
Defined Approach to RF Security
Applications

With much of the existing equipment
currently deployed in the field unable to
detect and analyze signals in the 6- to
7-GHz band, RF security and TSCM
professionals will need to upgrade their
capabilities. The question then becomes:
What is needed to get the best coverage
and ensure effective monitoring of the
wireless spectrum?

Traditional, hardware-based spec-
trum-analysis equipment does provide
the frequency range and bandwidth
required for Wi-Fi 6E devices, but they
are otherwise poorly suited for TSCM and
security applications. Large, complex, and
expensive, these solutions are designed
for lab or manufacturing environments
that require extremely high performance.
On the other hand, existing handheld and
low-cost analyzers do not generally cover
the frequency ranges and bandwidths
needed. Instead, users should consider the
benefits of a software-defined approach
to spectrum monitoring.

(Continued on page 32)

thinkRF

Surveillance System

'EX LR B

2. The Surveillance System developed by thinkRF includes real-time spectrum analyzers, a

laptop, IP networks for multi-sensor deployments, Kestrel’s TSCM Professional Software,

omnidirectional antennas, and a carrying case for field deployments.
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New Products

High-Gain Amplifier Covers 2 to 30 GHz

Mini-Circuits’ model ZVA-02303HP+ is a wideband amplifier with 38-dB typical gain and

+1-dB gain flatness from 2 to 30 GHz. The RoHS-compliant amplifier operates on a

_ single supply of +12 to +15 V dc and provides +28-dBm typical saturated output power.

7@&,_/ Typical noise figure across the full band is 3.8 dB. The rugged amplifier features built-in

overvoltage and reverse-voltage protection and is ideal for use in 5G, electronic-warfare

(EW), satellite-communications (satcom), and test-and-measurement applications. It measures

2.00 x 1.60 x 0.69 in. (60.80 x 40.64 x 17.60 mm) with 2.92-mm female connectors and is
available with or without a heatsink. The 50-0) amplifier handles ambient temperatures from -40 to +50°C.

MINI-CIRCUITS, http://www.minicircuits.com/WebStore/dashboard.html?model=2VA-02303HP%2B

Wi-SUN Tech Gets Nod for Smart-City Deployments

Silicon Labs has announced certification of its Wi-SUN technology, paving the
way for new loT and smart-city applications. Silicon Labs’ Wi-SUN solution
combines an EFR32 hardware platform, a full IPv6 mesh stack, and advanced
development tools to secure wireless connectivity for many applications,
including metering infrastructure for street-lighting network asset management
and smart-city sensors. The company’s EFR32xG12 SoC is the first chip
to support Wi-SUN (certified by the Wi-SUN Alliance), which packs an Arm
Cortex-M4 processor with 1 MB of flash and 256 kB of RAM as well as an
integrated +20-dBm PA for sub-GHz frequencies.

SILICON LABS, www.silabs.com/development-tools/wireless/efr32xg21-wireless-starter-kit

4-Output Power Supply Handles Benchtop Apps

Saelig’s AIM-TTi MX100Q series of power supplies is outfitted with 4-output
laboratory power sources that feature mixed-mode regulation to provide up
to 210 W of power, which can be shared by up to four outputs. Each output
on the PSU can provide O to 35 V at 0 to 3 A, it’s able to combine outputs to
extend output voltages up to 70 V and currents up to 6 A. The AIM-TTi MX100Q
series offers precise output adjustment with resolutions of 1 mV and 0.1 mA. All
information is displayed on a large backlit graphic LCD and controlled via soft
keys, a numeric keypad, or a spin wheel. Additional features include the simultaneous display of meters and settings
for all outputs, multiple ranges on each output for wider voltage/current choice, individual on/off control, sequenceable
multi-on/off, and up to 250 memory settings for individual or multiple outputs.

SAELIG, Wwww.saelig.com/category/aim-tti-power-supplies.htm

AC-DC Power Supplies Target Cost-Conscious Applications

XP Power’s VCE20 and VCE40 PCB-mount, single-output ac-dc power
supplies offer a cost-effective solution for modern domestic, Internet of Things
(IoT), and industrial tech applications. The power supplies provide 20 and 40
W of power, respectively, come in both encapsulated and lower-cost open-
frame versions, and can be PCB mounted. The VCE20 and VCE40 feature
an integrated EMC filter and hold-up capacitor and fuse, so no external
components are required. They also offer an extended universal input range
of 85 to 305 V ac, allowing them to be used in many applications, including

i 'ﬁsi

those requiring higher-voltage operation. The single-output rail is available in seven voltages from 3.3 to 48.0 V dc.

XP POWER, Www.Xppower.com
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SiC Diodes Offer Improved Reliability and Ruggedness

SemiQ’s 3rd-generation SiC diode family provides blocking voltages of 650,
1200, and 1700 V with a forward current up to 50 A per chip. The family features
upgraded improvements over the previous generation, including increased reliability,
ruggedness, surge current capability, and moisture resistance. Packages include
TO-220-2L, TO-220-3L, TO-247-2L, TO-247-3L, SOT-227, and TO-263, as well
as bare die, and all are 100% tested for unclamped inductive load. SemiQ also
utilized a robust supply chain for high-volume packaging of the SiC diode family,
including 3+ suppliers of SiC substrates 4+ suppliers of SiC EPI, and a pair of qualified SiC wafer fabs.

SEMIQ, Www.Semig.com

HIL Platform Tests Systems in a Virtual Environment

Hitex now offers extensive support for hardware-in-the-loop (HIL) testing of
Infineon AURIX-based systems, allowing engineers to test embedded real-time
control systems in a virtual environment. Hitex’s miniHIL can emulate sensors and
actuators to connect the test system to the environment and allow embedded
systems to be secured at an early stage, significantly reducing time and cost
during troubleshooting. The HIL platform also enables engineers to connect
devices and supply various adapters and processors depending on the application. Proprietary hardware also can be
utilized via customized adapters.

HITEX, www.hitex.com/tools-components/test-tools/minihil

SMARC Module Sets Sights on Low-Power Applications

O e Congatec’s SMX8-Nano SMARC 2.0 COM (computer on module) is based
SR [ on NXP’s i.MX 8M Nano, which is outfitted with Arm’s Cortex-A53 processor.
The modules come in three variants, with a quad-, dual-, or single-core
Arm Cortex-A53 with a secondary Cortex-M7, plus a GC7000UltraLite 3D
GPU. The COMs come equipped with 2 GB of LPDDR4, Gigabit Ethernet,
USB 2.0 (or USB OTG), SDIO 3.0, and Wi-Fi and BLE (optional). 12C, SPI,
and three UART interfaces also can be found on the SMX8-Nano. Security
options are extensive and include High Assurance Boot support, SRTC,
SJTAG, TrustZone, AES-256, RSA-4096, SHA-256, 3DES, DES, ARC4, MD-5 Secure Real-Time Clock (RTC), eFuse
Key Storage, true random number generator (RNG), and 32 kB of secure RAM.

CONGATEC, www.congatec.com/us/products/smarc/conga-smx8/

CAN Module Becomes Configurable with Analog 1/0s

PEAK-System added another model to its PCAN-MicroMod-FD series of modules
with the MicroMod FD Analog 1 plug-in board, which features spring terminals for
connecting CAN, I/Os, power supplies, and more. The module is configured using the
supplied Windows software, allowing I/O mapping to CAN IDs and function blocks for
processing the data. Configuration can be done via PC, which is transferred via the CAN bus
to the PCAN-MicroMod FD, then run as an independent CAN node. Multiple modules also may
be configured independently on a CAN bus. Features include a pair of frequency outputs, 16 analog

inputs (16-bit/12-bit), eight digital inputs, a 4-bit rotary encoding switch, a trio of status LEDs, and an aluminum casing.

PEAK-SYSTEM, Www.peak-system.com/PCAN-MicroMod-FD-Analog.508.0.html
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Wi-Fi 6E and Security

(Continued from page 29)

Real-Time Spectrum Analyzers
and Surveillance Systems

In a software-defined spectrum ana-
lyzer, the software runs over a hardware
layer. The hardware components tend to
perform only the RF-to-digital conver-
sion, allowing a standard PC or laptop to
provide the necessary computing power.

An example of such an instrument is
thinkRF’s R5550-408 real-time spectrum
analyzer, which provides a frequency
range of 9 kHz to 8 GHz, 100 MHz of
IBW, and a 28-GHz/s sweep rate. It enables
users to monitor, detect, and analyze Wi-
Fi 6E signals. It can be used either as an
RF analyzer or as an RF downconverter
for existing equipment.

This type of instrument can be inte-
grated with specialized TSCM software
such as Kestrel TSCM Professional Soft-
ware from the Professional Development
TSCM Group (PDTG). When combined
with directional antennas and other equip-
ment, users gain a complete surveillance

system that allows them to conduct full-
spectrum scans up to 8 GHz without addi-
tional upgrades (Fig. 2). Users can distin-
guish between friendly and unauthorized
signals, demodulate the signal if required,
and locate the source for removal.

Networked for remote deployment,
multiple units can be deployed throughout
a facility for continuous, 24/7 coverage.
Information from static and roaming units
is able to be sent to a centralized loca-
tion for analysis, while real-time alerts
and triggers can be configured to notify
security professionals of an unauthorized
or unknown signal. Users also can create a
signal library, record data for post analysis,
and generate reports.

This approach offers numerous ben-
efits when used in addition to regular
sweeps by TSCM professionals. Not
only does it provide greater coverage,
but it also ensures that users maintain a
full view of the spectrum environment
and can identify unknown signals from

new Wi-Fi 6E-enabled devices operating
above 6 GHz. Tl
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Ultra high bandwidth Payload
& RF Multipath Link Emulator

Just released ...

Sophisticated high bandwidth (up to
600MHz) emulation of physical layer
RF link effects channel modeling (delay,
Doppler, AWGN, Multipath) and hard-
ware in the loop impairments modeling
(programmable Group delay, Phase noise,
gain/compression distortion and non-lin-
earity AM/AM, AM/PM simulation etc.

Comprehensive range of instruments frorp
72 MHz to 600 MHz bandwidth with a
wide RF frequency tuning range. \

Contact dBm for specifications, pricing
information and demonstration/evaluation

units.

RF Test Equipment for Wireless Communications

email: info@dbmcorp.com

RF physical layer Link emulation
Point to Point UHF/VHF radio testing
Reéal time control for Arial Vehicle (UAV) testing

Payload and- ground station emulation

" Multipath, 12 paths @ 600MHz BW
=

v Ll
[T

|

agnitude in dB

32A Spruce Street & Oakland, NJ 07436
Tel (201) 677-0008 & Fax (201) 677-9444

www.dbmcorp.com
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Lowest Noise in the Industry

Phase Noise Performance
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Wide Band, Fast Tune
Frequency Synthesizers

Industry Leading Performance!

The LUXYN™ MLVS-Series Frequency Synthesizers from Micro Lambda Wireless is one of the fastest and
quietest synthesizers on the market. Standard frequency models are available covering 500 MHz to 20 GHz
and 500 MHz to 10 GHz with options to cover down to 50 MHz and up to 21 GHz in a single unit.

With the lowest noise in the industry, (phase noise at 5 GHz is -130 dBc/Hz @ 10 kHz offset and at 10 GHz is
-125 dBc/Hz @ 10 kHz offset), these synthesizers are designed for low noise & fast tune applications such as
Receiving Systems, Frequency Converters and Test & Measurement Equipment.

US patents #9,753,904 B1, #9,734,099 B1

For more information contact Micro Lambda Wireless. \_ IVI ICRO LAIVI BDA
www.microlambdawireless.com y&i WIRELESS, INC.

Micro Lambda is a ISO 9001:2015 Registered Company “Look to the leader in YIG-Technology”

46515 Landing Parkway, Fremont CA 94538 « (510) 770-9221 - sales@microlambdawireless.com
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